CHINH SACH QUYEN RIENG TV’
PRIVACY POLICY

Chinh séch quyén riéng tu niy mo ta cach thirc Cong ty TNHH VinBrain (sau day goi tat 1a “Cong Ty”) thu thap
va sir dung thong tin c4 nhan cua quy khach lién quan dén céc trang web, ing dung, san pham va dich vu ctia
Cong Ty (goi chung 13 “San Phim Ciia Chiing Tbi”).

This Privacy Policy describes how VinBrain Limited Liability Company (collectively, “Company”) collect and
use your personal information in relation to the Company’s websites, applications, products and services
(together, “Our Offerings”).

Chinh sach quyén riéng tu nay khong ap dung cho bét ky san pham, dich vu, trang web hodc ndi dung nao duoc
cung cap boi bén thir ba hodc c6 sir dung chinh sach quyén riéng tu riéng.

This Privacy Policy does not apply to any products, services, websites, or content that are offered by third parties
or have their own privacy policy.

Chinh séch nay bao gom cac ndi dung sau:

This Privacy Policy includes the following contents:

1. Thong tin ca nhan dugc chung t6i thu thap
Personal Information We Collect

2. Cach thtrc chiing t6i str dung thong tin ca nhan
How We Use Personal Information

3. Thu thap va su dung cookies
Collection and use of cookies

4.  Cach thirc chiing t6i chia sé thong tin ca nhan
How We Share Personal Information

5. Vitri cta thong tin ca nhan
Location of Personal Information

6.  Cach thuc chung t6i bao v¢ thong tin ca nhan
How We Secure Information

7. Quang cao trén Internet va bén thur ba
Internet Advertising and Third Parties

8. Truy cap va lya chon
Access and Choice

9.  Thong tin ca nhan cuia nguoi chua thanh nién
Juvenile’s Personal Information

10. Thoi han luu trir thong tin ca nhan



11.

12.

13.

Retention of Personal Information

Thoéng tin lién lac, théng bao va sira doi

Contacts, Notices, and Revisions

Mot sb thong tin bo sung cho Lién minh Chau Au
Additional Information for the EU

Vi du vé cac thong tin dugc chiing t6i thu thap
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Thong tin c4 nhin dugc ching toi thu thip

Personal Information We Collect

Chung toi thu thap thong tin ca nhan ciia quy khach trong qué trinh cung cAp San Phdm Cua Ching T6i cho quy
khach.

We collect your personal information in the course of providing Our Offerings to you.

Dudi day 1a cac ngudn thong tin duge ching toi thu thap:

Here are the sources from which we gather your information:

Théng tin quy khéch cung cip cho chiing téi: Chung t6i thu thap bat ky thong tin ndo quy khach cung cip
lién quan dén San Pham Ciia Chung Toi.

Information You Give Us: We collect any information you provide in relation to Our Offerings.

Thong tin tu dong: Ching toi tw dong thu thp mot s loai thong tin nhat dinh khi quy khach tuong tac véi
San Pham Cua Chung Toi.

Automatic Information: We automatically collect certain types of information when you interact with Our
Offerings.

Thong tin tir cac ngudn khéc: Ching t6i ¢6 thé thu thap thong tin vé quy khach tir cc ngudn khac, bao gom
nha cung cap dich vu, dbi tic va cac ngudn cong khai co san.

Information from Other Sources: We might collect information about you from other sources, including
service providers, partners, and publicly available sources.

Cach thire ching téi sir dung théng tin c4 nhan

How We Use Personal Information

Chung t6i sir dung thong tin c4 nhan ciia quy khach dé van hanh, cung cAp va cai thién San Pham Ciia Chung Tbi.
Muc dich str dung thong tin ca nhan cta ching t6i bao gom:

We use your personal information to operate, provide, and improve Our Offerings. Our purposes for using
personal information include:

Van hanh, Cung cép San Phﬁim Cua Chung Toi: Chung t6i st dung thong tin ca nhan cia quy khach dé van
hanh, cung cép va giao San Pham Ciia Ching T6i va xtr 1y cac giao dich lién quan dén San Pham Ciia Chung
T61i, bao gém nhung khong gidi han boi viée dang ky, mua hang, st dung dich vy, phan tich dit liéu va thanh
toan.




Operate, Provide Our Offerings: We use your personal information to provide and operate and deliver Our
Offerings and process transactions related to Our Offerings, including without limitation registrations,
subscriptions, purchases of goods and services, data analysis and payments.

Do ludng, hd trg va cai thién San Pham Ciia Chiing T6i: Chiing toi str dung thong tin ca nhan ctia quy khach
dé do luong viéc sir dung, phan tich hiéu suét, sira 16i, cung cp hd tro, cai thién chat lwong va phat trién San
Pham Cua Chiing Toi.

Measure, Support, and Improve Our Offerings: We use your personal information to measure use of, analyze
performance of, fix errors in, provide support for, improve, and develop Our Offerings.

Duara khuyén nghi va c nhan héa trai nghiém: Ching t6i sir dung thong tin ca nhén cia quy khach dé dé
xuit San Pham Cua Ching T6i ma quy khach c6 thé quan tim, nhan dién s¢ thich ciia quy khach va c4 nhan
hoa trai nghiém cua quy khach véi San Pham Ciia Chung Toi.

Recommendations and Personalization: We use your personal information to recommend Our Offerings that
might be of interest to you, identify your preferences, and personalize your experience with Our Offerings.

Tuén thi nghia vu phap 1¥: Trong mot s6 truong hop nhét dinh, ching toi c6 nghia vu phap 1y dé thu thap,
st dung hodc luu trit thong tin ca nhan cia quy khach.

Comply with Legal Obligations: In certain cases, we have a legal obligation to collect, use, or retain your
personal information.

Lién lac v6i quy khach: Ching toi s dung thong tin ca nhan cua quy khach dé lién lac v0i quy khach lién
quan dén San Pham Cua Chung Téi thong qua cac kénh khac nhau (vi du: email, chat) va dé tra 16i yéu cau
cua quy khach.

Communicate with You: We use your personal information to communicate with you in relation to Our
Offerings via different channels (e.g., email, chat) and to respond to your requests.

Tiép thi: Chiing t6i str dung thong tin ca nhan cia quy khach dé tiép thi va quang ba San Pham Cua Chiing
Téi theo quy dinh ciia phap luat. Chiing t6i ¢6 thé hién thi quang cdo San Pham Ctia Ching Tbi dya trén s&
thich cua quy khach.

Marketing: We use your personal information to market and promote Our Offerings in accordance with the
local laws. We might display interest-based ads for Our Offerings.

Phong chdng gian 1an va lam dung, i ro tin dung: Chung t6i sir dung thong tin ca nhan cta quy khach dé
ngan chin va phat hién gian 1an va lam dung nhim bao vé an ninh cua khach hang, chting t6i va nhitng nguoi
khac. Ching t6i ciing c6 thé str dung cac phuong phap cham diém dé danh gia va quan tri rii ro tin dung.

Fraud and Abuse Prevention and Credit Risks: We use your personal information to prevent and detect fraud
and abuse in order to protect the security of our customers, us, and others. We may also use scoring methods
to assess and manage credit risks.

Mot s6 muc dich cu thé can su dong ¥ ciia quy khach: Chung ti ¢ thé xin chip thuan ciia quy khach vé
vi€c st dung thong tin cad nhan cho mgt muc dich cu thé nao d6 khi chung t6i lién hé véi quy khach.

Purposes for Which We Seek Your Consent: We may also ask for your consent to use your personal
information for a specific purpose that we communicate to you.

Thu thép va st dung cookies

Collection and use of cookies

Chung t61 st dung cookie, pixel va cac cong nghé tuong tw khac (goi chung 1a “cookie™) dé nhan dién trinh duyét
hoic thiét bi ctia quy khach, tim hiéu thém vé s6 thich cta quy khach, cung cap cho quy khach cac tinh ning va
dich vu thict yéu va cho cac muc dich bo sung khac, bao gom:
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We use cookies, pixels, and other similar technologies (collectively, “cookies”) to recognize your browser or
device, learn more about your interests, provide you with essential features and services, and for other additional
purposes, including:

e  Nhan dlen quy khéch khi quy khach dang nhép sir dung dich vu ciia ching t6i. Diéu nay cho phép chung t61
cung cép cho quy khach cac dé xuét, hién thi néi dung duoc ca nhan hoa va cung cip cac tinh ning va dich
vu tuy chinh khac.

Recognizing you when you sign in use our offerings. This allows us to provide you with recommendations,
display personalized content, and provide other customized features and services.

e Luutdm dén cac tuy chon ma quy khach da chap thuan. Diéu nay cho phép chiing t6i ton trong nhiing diéu
quy khéch thich va khong thich, chang han nhu ngén ngit va cdu hinh ma quy khach lya chon.

Keeping track of your specified preferences. This allows us to honor your likes and dislikes, such as your
language and configuration preferences.

e Tién hanh nghién ctru va phan tich dé cai thién San Phim Cua Ching Toi.
Conducting research and analysis to improve Our Offerings.

e  Ngén chan hanh vi gian lan.
Preventing fraudulent activity.

. Cai thién an ninh.
Improving security.

e Cung cap ndi dung, bao gdbm quang céo, c6 lién quan dén so thich cua quy khach trén cac trang web cta
chung t6i va trang web cua bén thir ba.

Delivering content, including ads, relevant to your interests on our sites and third-party sites.
e Do luong va phan tich chat lugng clia cdc San Pham Ciia Chung Toi.
Measure and analyze the performance of Our Offerings.

Cookie cho phép quy khach tan dung mot s6 tinh néng can thiét cua chﬁng t6i. Vi dy, néu qu}'/ khach chén hodc
tir chbi cookie ciia ching t6i, quy khach s& khong thé sir dung mét s san pham, dich vu nhat dinh yéu cau quy
khach dang nhap hodc quy khach co thé phai tu tay diéu chinh mot sd tily chon hodc cai dat ngon ngit mdi khi
quy khach truy cap lai cac trang web cia ching toi.

Cookies allow you to take advantage of some of our essential features. For instance, if you block or otherwise
reject our cookies, you might not be able to use certain offerings that require you to sign in, or you might have to
manually adjust some preferences or language settings every time you Vvisit our sites.

Céc bén thir ba dugc chép thuan ciing c6 thé dit cookie khi quy khach twong tic véi cac San Pham Cua Ching
T6i. Cac bén thir ba nay thudng bao gom céc cong cu tim kiém, nha cung cap dich vu do lwong va phan tich, mang
xa hoi va cac cong ty quang cao. Cac bén thi ba sir dung cookie trong qua trinh cung cap noi dung, bao gom
quang céo lién quan dén s& thich cua quy khach, dé do luong hiéu qua clia quang cao va thuc hi¢n mét sb dich vu
thay mat cho chung toi.

Approved third parties may also set cookies when you interact with our offerings. Third parties usuaully include
search engines, providers of measurement and analytics services, social media networks, and advertising
companies. Third parties use cookies in the process of delivering content, including ads relevant to your interests,
to measure the effectiveness of their ads, and to perform services on our behalf.



Quy khach co thé quan 1y cookie trinh duyét bang viéc cai dit trinh duyét cia minh. Tinh nang 'Trg gitp' trén hau
hét cac trinh duyét s& cho quy khach biét cach ngin trinh duyét chdp nhéan cac cookie mdi, cach trinh duyét thong
béo cho quy khach khi quy khach nhan duoc cookie mdi, cach tit cookie va khi cookie hét han. Néu quy khach
tat tat ca cookie trén trinh duyét ciia minh, ca ching t6i va bén thi ba s& khong thé chuyén cookie sang trinh duyét
ctia quy khach. Tuy nhién, néu quy khach lam diéu nay, quy khach c6 thé phai ty tay diéu chinh mot sb tity chon
mdi khi quy khach truy cap lai trang web va mot s6 tinh nang va dich vu c6 thé khong hoat dong.

You can manage browser cookies through your browser settings. The 'Help' feature on most browsers will tell
you how to prevent your browser from accepting new cookies, how to have the browser notify you when you
receive a new cookie, how to disable cookies, and when cookies will expire. If you disable all cookies on your
browser, neither we nor third parties will transfer cookies to your browser. If you do this, however, you may have
to manually adjust some preferences every time you visit a site and some features and services may not work.

4. Cach thirc chung toi chia sé thong tin ca nhan
How We Share Personal Information

Thong tin vé khach hang 1a mot phan quan trong trong hoat dong cua ching toi, va chiing toi khong ban thong tin
ca nhan cta khach hang cho nguoi khac. Chung t6i chi chia sé thong tin ca nhan nhu dugce néu dudi day. Chung
to1 cling chia sé thong tin c4 nhan cho Tép doan Vingroup, va cac cong ty con cia Tap doan Vingroup, cac cong
ty nay déu tuan thi Chinh sach quyén riéng tu nay hogc chinh sach twong ty.

Information about our customers is an important part of our operation and we are not in the business of selling
our customers’ personal information to others. We share personal information only as described below. We also
share personal information with Vingroup and its subsidiaries, all of these companies are subject to this Privacy
Policy or similar policies.

e Giao dich lién quan dén bén thir ba: Chiing t6i cung cép cho quy khach cac dich vy, phan mém va ngi dung
do bén thir ba cung cip dé st dung trén hodc thong qua San Pham Cua Chung Téi. Quy khach c6 thé biét
khi nao bén thtr ba tham gia vao céc giao dich ctia quy khach va chiing toi s& chia sé thong tin lién quan dén
cac giao dich do véi bén thir ba do.

Transactions Involving Third Parties: We make available to you services, software, and content provided by
third parties for use on or through Our Offerings. You can tell when a third party is involved in your
transactions, and we share information related to those transactions with that third party.

e Bén thir ba cung cip dich vu: Chung t6i sir dung va/hodc hop tac vai cac cong ty va ca nhan khac dé thuc
hién mét s6 cong viée va chuong trinh nhu chuong trinh wu di, ban hang chéo,... danh cho quy khach. Vi
du bao gf”)m: gui thong tin lién lac, xir Iy thanh toan, danh gia rii ro tin dyng va tuan thu, thuc hién chuong
trinh hd trg 14i sut, xtr 1y tai san bao dam, phan tich dir lidu, cung cip hd tro tiép thi va ban hémg (bao gdbm
quan ly quang céo va sy kién), quan ly quan hé khach hang va dao tao. Cac bén thir ba cung cap dich vu nay
¢6 quyén truy cap vao thong tin ca nhan can thiét dé thuc hién cac chirc nang cua ho, nhung khong du’orc su
dung cho cic muc dich khac. Ngoai ra, ho phai tuan thi Chinh sach quyén riéng tu nay va phap lut vé bao
vé quyén riéng tur lién quan.

Third-Party Service Providers: We employ and/or cooperate with other companies and individuals to
perform certain functions and carry out certain incentive programs, cross-sale programs, etc. Examples
include: sending communications, processing payments, assessing credit and compliance risks, interest-
supporting program, collateral disposal, analyzing data, providing marketing and sales assistance
(including advertising and event management), conducting customer relationship management, and
providing training. These third party service providers have access to personal information needed to
perform their functions, but may not use it for other purposes. Further, they must adhere to this Privacy
Policy and the applicable data protection law.

e Tai cAu triic, Chuyén nhuong doanh nghiép: Trong qua trinh phét trién kinh doanh, chiing t6i c6 thé ban hodc
mua cac doanh nghiép hodc tai cu triic doanh nghiép hodc dich vu khéc phu hop véi quy dinh cta phap luat.
Trong cac giao dich nhu vy, thong tin ca nhén, co s dir lidu va quyén sir dung thong tin ndi chung 1a mot
trong nhitng tai san kinh doanh dugc chuyén nhugng nhung bén nhan chuyén nhugng van phai tuan theo cac
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quy dinh ctia Chinh sach quyén riéng tu nay (hodc khi dugc khach hang chap thuan). Ngoai ra, trong truong
hop Cong Ty hodc phan 16n tai san ciia Cong Ty duge mot cong ty khac mua, théng tin cia quy khach s&
duong nhién trg thanh mot trong nhiing tai san duge chuyén nhugng.

Restructuring, Business/Transfers: As we continue to develop our business, we might restructure, sell or buy
businesses, or other services in accordance with the laws. In such transactions, personal information,
database and right to use information generally are amongst the transferred business assets but remains
subject to the Privacy Policy (or the individual consents otherwise). Also, in the event that the Company or
substantially all of its assets are acquired, your information will of course be one of the transferred assets.

° Béo vé chung t6i va nhitng nguoi khac: Chung toi tiét 10 tai khoan va thong tin ca nhan khac khi chung toi
tin rang viéc d6 1a phu hgp dé tuan thu phap lut, dé thyc thi hodc 4p dung cac diéu khoan va thoa thuan
khac ctia chiing t6i hodc dé bao vé quyén, tai san hodc an ninh ciia ching t6i, khach hang ciia chung t6i, hodc
bét ky nguoi nao khac. Cac cong viée néu trén c6 thé bao gdm viéce trao doi thong tin voi cac cong ty va to
chirc khac dé ngan chan va phat hién gian 1an va giam thiéu rii ro tai san va tin dung.

Protection of Us and Others: We release account and other personal information when we believe release
is appropriate to comply with the law, enforce or apply our terms and other agreements, or protect the rights,
property, or security of us, our customers, or others. This may include exchanging information with other
companies and organizations for fraud prevention and detection and credit and property risk reduction.

e Tuy theo su lva chon cua quy khach: Ngoai cac quy dinh trén, quy khach s& nhan duoc thong bao khi thong
tin c4 nhan ve quy khach co6 thé dugc chia sé voi bén thur ba va quy khach s€ cé quyén khong chap thuan
viéc chia sé thong tin.

At Your Option: Other than as set out above, you will receive notice when personal information about you
might be shared with third parties, and you will have the right to choose not to share the information.

5. Vi tri ciia théng tin c4 nhan
Location of Personal Information

Cong Ty c6 dia chi tai Viét Nam va cac cong ty con khac ctia Vingroup c6 try sé tai nhiéu qubc gia trén thé gisi.
Tuy thudc vao pham vi twong tac ctia quy khach véi San Pham Cua Chiing T6i, thong tin c4 nhan cia quy khach
6 thé duoc luu trit tai hodc truy cdp khong chi tai Viét Nam ma con co thé tir nhiéu quéc gia. Khi ching t6i
chuyén thong tin c4 nhan ctia quy khach dén cac qudc gia khac, chiing t6i s& dam bao rang thong tin d6 duoc
chuyén theo Chinh sach quyén riéng tu ndy va dugc cho phép theo phap luat bao vé quyén riéng tu hién hanh.

The Company is located in Vietnam, and Vingroup affiliated companies are located throughout the world.
Depending on the scope of your interactions with Our Offerings, your personal information may be stored in or
accessed from multiple countries, including Vietnam. Whenever we transfer personal information to other
Jurisdictions, we will ensure that the information is transferred in accordance with this Privacy Policy and as
permitted by applicable data protection laws.

6.  Cach thirc chung toi bao vé thong tin ca nhéan
How We Secure Information

Tai Cong Ty, bdo mat 1a wu tién cao nhit cta chung t6i. Hé thong cua ching t6i duge thiét ké c6 tinh dén kha
nang bdo dam an toan va riéng tu cho thong tin cua quy khach.

At the Company, security is our highest priority. We design our systems with your security and privacy in mind.

e Chung t6i thyc hién kiém soat an ninh bao mat dé ngan chan viéc truy cép, st dung trai phép thong tin ca
nhan. Chung toi cling thuong xuyén phdi hop véi cac chuyén gia bao mat nhim cap nhat nhimg thong tin
mdi nhat vé an ninh mang dé dam bao sy an toan cho thong tin ca nhan. Khi thu thap dir liéu, ching t6i thyuc
hién luu glu va bao mat thong tin c4 nhan tai hé thong may chu va cac thong tin ca nhan nay duoc bao dam
an toan bang cac hé thong tudng lira, cac bién phap kiém soat truy cap, ma héa dit liéu theo chuan quéc té.



We ensure information security to prevent unauthorized access and use of your personal information. We
also regularly cooperates with security experts to be updated with the latest information on network security
to ensure the safety of your personal information. When collecting data, we maintain and secure your
personal information at a server system and these information is secured by firewalls, access control
measure and data encryption in accordance with international standards.

e (Céc thong tin thé thanh toan ctia quy khach do céc to chirc tai chinh phat hanh dugc ching t6i bao vé theo
tiéu chuan qudc té v6i nguyén tic khong ghi nhan cac dit liéu quan trong ciia thé thanh toan (s6 thé, ho tén,
s6 CVV) trén h¢ théng cua chung t6i. Giao dich thanh toan cua quy khach dugc thuc hién trén hé théng cua
ngan hang lién quan.

The information of your card, which is issued by the relevant financial institution, is protected by us in
accordance with international standards on the principle that no important data of the card (card numbers,
full names, CVV number) is recorded in our system. Your payment transaction is made by the relevant bank
system.

7.  Quang cao trén Internet va bén thir ba
Internet Advertising and Third Parties

Céc San Pham Cua Ching T6i c¢6 thé bao gom quang cdo cua bén thir ba va duong link t6i cdc trang web va (mg
dung khac. Cac doi tdc quang cdo bén thir ba c6 thé thu thép thong tin vé quy khach khi quy khach tuong tac vdi
ndi dung, quang cao hodc dich vu cua ho.

Our Offerings may include third-party advertising and links to other websites and applications. Third party
advertising partners may collect information about you when you interact with their content, advertising, or
services.

8.  Truy cap va lwa chon

Access and Choice

Quy khéchqcé thé xem, cap nhat ye‘l x6a mot s6 thong tin nhat dinh vé tai khoan va cac tuong tac cua quy khach
v6i San Pham Cua Chang T6i. Néu quy khach khong the tu truy cép hodc cap nhat thong tin cua minh, quy khach
Iudn c6 the lién hé véi chung toi dé duoc ho tro.

You can view, update, and delete certain information about your account and your interactions with Our
Offerings. If you cannot access or update your information yourself, you can always contact us for assistance.

Quy khach co nhiéu Iwa chon vé viéc thu thap va str dung théng tin c4 nhan ctia quy khach. Nhiéu San Pham Ciia
Chung Tai bao gom churc nang cho phep quy khach tuy chon veé cach thong tin ctia quy khach dang dugc su dung.
Quy khach co the chon khong cung cip mot so thong tin nhat dinh, nhung sau d6 quy khach co thé khong tan
dung duoc mot sb6 San Pham Cua Chung Taéi.

You have choices about the collection and use of your personal information. Many of Our Offerings include
settings that provide you with options as to how your information is being used. You can choose not to provide
certain information, but then you might not be able to take advantage of some of Our Offerings.

e Thong tin tai khoan: Néu quy khach mudn bd sung, cap nhat hodc x6a thong tin lién quan dén tai khoan ciia
minh, vui 1ong truy cap ops@vinbrain.net. Khi quy khach cap nhat hoic xo6a bat ky thong tin nao, ching toi
thudng gitt mot ban sao ctia phién ban trudc vi ly do ky thuat.

Account Information: If you want to add, update, or delete information related to your account, please
contact ops@yvinbrain.net . When you update or delete any information, we usually keep a copy of the prior
version_for our records for technical purpose.




e Lién lac: Néu quy khach khong muén nhén tin nhin quang cao tir chiing t6i, vui 1ong huy dang ky hodc diéu
chinh tily chon lién lac cta quy khach tai app. Néu quy khach khéng muén nhan thong bao trong tmg dung
tir ching t6i, vui long diéu chinh cai dit thong béo trong tmg dung hoic thiét bi ciia quy khach.

Communications: If you do not want to receive promotional messages from us, please unsubscribe or adjust
your communication preferences in the app. If you do not want to receive in-app notifications from us,
please adjust your notification settings in the app or your device.

e Quang cdo: Néu quy khach khong mudn xem quang céo dua trén so thich, vui 1ong diéu chinh app.
Advertising: If you don’t want to see interest-based ads, please adjust preferences in the app.
e Trinh duyét va thiét bi: Tinh ning Tro gitp trén hau hét cac trinh duyét va thiét bi s& cho quy khach biét cach

ngan trinh duyét hoac thiét bj cua minh ch.'?ip nhan cookie mdi, 1am thé nao dé trinh duyét thong bao cho quy
khach khi quy khach nhan dugc cookie méi hodc cach tat hin chirc ning cookie.

Browser and Devices: The Help feature on most browsers and devices will tell you how to prevent your
browser or device from accepting new cookies, how to have the browser notify you when you receive a new
cookie, or how to disable cookies altogether.

9. Thoéng tin c4 nhin cia ngwoi chwa thanh nién
Minor’s Personal Information

Néu quy khach dudi 18 tudi, quy khach phai c¢6 su ddng ¥ ctia cha, me hodc ngudi giam ho trude khi ky két hop
dong va chéap thuan Chinh sach quyén riéng tu nay.

If you’re under 18, you may enter into contracts and accept this Privacy Policy only with the approval of your
parent or guardian.

10. Thdoi han luu trir thong tin ca nhan
Retention of Personal Information

Chung toi luu trit thong tin ca nhan ciia quy khach dé dam bao cho quy khach kha ning st dung lién tuc cic San
Pham Cua Chung T6i, va luu trit trong thdi han can thiét dé thyuc hién duoc cac muc tiéu quy dinh tai Chinh sach
quyén riéng tu nay, hodc theo quy dinh ctia phap luat (bao gdm ca cho muc dich thué va ké toan), hoic dé thuc
hién céc cong viéc khac nhu duge thong bao trude cho quy khach. Thoi gian chiung toi Iuu giit thong tin ca nhan
cu thé khac nhau tiy thugc vao muc dich sir dung va ching t6i s& x6a thong tin ca nhan ciia quy khach theo quy
dinh cua phap luét hi¢n hanh.

We keep your personal information to enable your continued use of Our Offerings, for as long as it is required in
order to fulfill the relevant purposes described in this Privacy Policy, as may be required by law (including for
tax and accounting purposes), or as otherwise communicated to you. How long we retain specific personal
information varies depending on the purpose for its use, and we will delete your personal information in
accordance with applicable law.

11. Théng tin lién lac, thong bao va sira doi

Contacts, Notices, and Revisions
Néu quy khach co6 bat ky cau hoi nao vé quyén riéng tu ciia Cong Ty hodc mudn lién hé voi don vi kiém soat
thong tin cta chung t61, vui 1ong lién hé véi ching t6i va chiing toi s€ co gang tra 101 cau hdi cua quy khach. Quy
khach cling c6 thé lién h¢ véi chung t6i theo dia chi dudi day:

If you have any concern about privacy of the Company or want to contact one of our data controllers,
please contact us and we will try to resolve it. You may also contact us at the address below:



Vinbrain LLC
Minh Khai, Hai Ba Trung
Hanoi, Vietnam

Hoat dong kinh doanh cta chung t6i lién tyc thay doi va Chinh sach quyén rleng tu ndy ciing c6 thé duoc su’a doi.
Quy khéch nén truy cap va kiém tra trang web ciia chung t6i thuong xuyén dé cap nhat nhiing thay dbi gan nhat.
Tru truong hop co quy dinh khac, Chinh sach quyén riéng tu hién tai cua chung t6i 4p dung cho tit ca thong tin
c4 nhan chung t6i co vé quy khach va tai khoan cta quy khach. Viéc sira d6i Chinh sach nay trong moi trudng
hop s€ khong lam giam murc d9 bao v¢ thong tin cd nhan dugc thu thap trong qua khir ma khong thong bao cho
khach hang lién quan va cho quy khach dugc quyén lya chon.

Our business changes constantly, and our Privacy Policy may also change. You should check our website
frequently to see recent changes. Unless stated otherwise, our current Privacy Policy applies to all personal
information we have about you and your account. We will not change our Privacy Policy to make them less
protective of personal information collected in the past without informing the relevant customers and giving them
a choice.

12. M@t s6 thong tin bd sung cho Lién minh Chau Au
Additional Information for the EU

Chung t6i cung cap thém mét s6 thong tin vé quyén riéng tur, v1ec thu thap va str dung thong tin ca nhan cua khach
hang tiém ning va khach hang hién tai cia chiing t6i tai cic qudc gia thuoc Lién Minh Chau Au.

We provide additional information about the privacy, collection, and use of personal information of prospective
and current customers of Our Offerings located in the European Economic Area.

e Don ViKiém Soat Thong Tin Ca Nhan. Cong ty TNHH VinBrain (dia chi tai s6 Vietnam) 1a don vi kiém
soat cac thong tin ca nhan dugc thu thap hogc xir Iy theo Chinh sach quyén riéng tur nay.

Controller of Personal Information. VinBrain Liability Limited Company (at Vietnam) is the controller of
the personal information collected or processed under this Privacy Policy.

e  Xuly. Chiing t6i xir Iy thong tin c4 nhan ciia quy khich dwa trén mot hodic mot sé co so phap 1y sau day:
Processing. We process your personal information on one or more of the following legal bases:
o Can thiét dé ky két hop dong v6i quy khéch hodc véi to chirc ma quy khach dai dién, dé thyc hién cac
nghia vu hop dong, d€ cung cap cac San Pham Cua Ching Toi, d€ phan hoi cac yéu cau tir quy khach,
hoidc dé hd trg khach hang;

as necessary to enter into a contract with you or a legal entity you represent, to perform our contractual
obligations, to provide Our Offerings, to respond to requests from you, or to provide customer support,

o Khi ching t6i c6 lgi ich hop phéap, nhu duge md ta & Muc 2 ciia Chinh sach quyén riéng tu nay;
where we have a legitimate interest, as described in Section 2 of this Privacy Policy;

o Can thiét dé tuan thi phéap ludt va cac nghia vu phép 1y;
as necessary to comply with relevant law and legal obligations;

o Dé tra 10i cac yéu cau hop phap; hodc
respond to lawful requests and orders, or

o Dua trén sy chap thuan ctia quy khach.



with your consent.

Quyén cua quy khach. Theo quy dinh cuia phap lut, quy khach c¢é cic quyén sau:

Your Rights. Subject to applicable law, you have the right to:

O

hoi chung t6i c6 dang ndm giir thong tin c4 nhan vé ban than hay khong va yéu cau cung cap ban sao
thong tin ca nhan d6 va thong tin ve cach thuc cac thong tin do duoc xt ly;

ask whether we hold personal information about you and request copies of such personal information
and information about how it is processed,

yéu cau dinh chinh thong tin c4 nhan khong chinh xac;

request that inaccurate personal information be corrected;

yéu cau xo6a thong tin ca nhan khong con can thiét cho cac muyc dich xir 1y, cac thong tin duge xir Iy
dya trén sy chap thuan nhung chap thuan dé da duoc rit lai, hodc thong tin dugc xur Iy khong tuédn tha

cac quy dinh cua phap luét hi¢n hanh;

request deletion of personal information that is no longer necessary for the purposes underlying the
processing, processed based on withdrawn consent, or processed in non-compliance with applicable
legal requirements;

yéu cau ching toi tam ding xtr Iy thong tin c4 nhan khi hoat dong xir 1y khong phu hop;

request us to restrict the processing of personal information where the processing is inappropriate;
phan ddi viéc xir Iy dir liéu ¢4 nhén;

object to the processing of personal data;

yéu cau luan chuyén thong tin ca nhan ma quy khach da cung cap cho chiing toi (khong bao gom thong
tin phai sinh tir cac thong tin dugc thu thép), trong truong hop viée xtr ly thong tin ca nhan d6 duoc
thyc hién trén co so sy dong ¥ hodc hgp dong véi quy khach va dugce thyc hién bang phuong thirc tu
dong; va

request portability of personal information that you have provided to us (which does not include
information derived from the collected information), where the processing of such personal information
is based on consent or a contract with you and is carried out by automated means; and

giri khiéu nai voi co quan c6 tham quyén néu quy khéch tin rang ching t6i vi pham quyén riéng tu ctia
quy khéach.

lodge a complaint with the supervisory authority if you believe that we violate your privacy rights.

Quy khach c6 thé thuc hién cac quyén truy cap, dinh chinh, x6a, yéu cAu tam dung, phan ddi va yéu cau
ludn chuyén thong tin bang cach lién hé véi chiing t6i. Néu quy khach muén thyc hién bat ky quyén gi
néu trén va quy khach 1a khach hang cua chung toi, vui Iong lién hé véi chung t6i. Néu quy khach khong
phai 1a khach hang cta chung t61, vui long lién h¢ vdi chung t6i theo dia chi tai Muc 11 & trén.

You can exercise your rights of access, rectification, erasure, restriction, objection, and data portability

by contacting us. If you wish to do any of these things and you are our customer, please contact us. If
you are not our customer, please contact us at the address under Section 11 above.

Khi quy khich dong y cho chung t6i xir 1y théng tin c4 nhan ctia minh cho mot muc dich cu thé, quy
khach c6 thé rut lai sy dong ¥ d6 bt cr luc ndo va chung t6i s& ngimg moi hoat dong xur 1y dit lidu cua
quy khach cho muc dich dé.
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When you consent to our processing your personal information for a specified purpose, you may
withdraw your consent at any time, and we will stop any further processing of your data for that purpose.

Chuyén thong tin ra ngoai Lién Minh Chau Au. Khi ching toi chuyén thong tin c4 nhan ciia quy khach dugc
thu thap va luu trir tai Lién Minh Chéu Au ra ngoai Lién Minh Chau Au, chiing t6i s& thuc hién theo cac diéu
khoan cua Chinh sach quyén riéng tu niy va phap luat bao vé quyén riéng tur hién hanh. Diéu nay c6 thé bao
g6m viéc chuyén dir liéu theo cac thoa thudn chuyén dir liéu c6 bao gém Piéu khoan hop déng tiéu chuan
dugc Uy ban Chau Au phé duyét.

Transfers outside of the EU. When we transfer your personal information collected and stored within the
EU to outside the EU we do so in accordance with the terms of this Privacy Policy and applicable data
protection law. This may include the transfer of data pursuant to data transfer agreements that incorporate
the Standard Contractual Clauses approved by the EU Commission.

13. Vidu vé cic thong tin dwgc chiing tbi thu thip

Examples of Information Collected

Théng tin quy khich cung cp cho chiing tdi

Information You Give Us

Quy khéach chu yéu cung cap thong tin cho ching t6i khi quy khach:

You mainly provide information to us when you:

tim kiém, dang ky hodc mua ban, st dung San Pham Cua Chung Toi;
search for, subscribe to, use or purchase Our Offerings;

tao hodc quan ly tai khoan cta quy khach;

create or administer your account;

cAu hinh cai dat cua quy khach cho, cung cip quyén truy cap dit liéu cho, hodc twong tac véi San Pham Cua
Chung Toi;

configure your settings for, provide data access permissions for, or otherwise interact with Our Offerings;
dang ky hoac tham du mot sy kién cua Cong Ty;
register for or attend a Company’s event;

mua hodc st dung ndi dung, san phém hoéc‘dich vu tr cac nha cung cép bén thtr ba thong qua trang web
hoéc tng dung cia Cong Ty (hodc cac dia diém tuong ty khac do ching t6i di€u hanh hodc cung cap);

purchase or use content, products, or services from third-party providers through the Company’s websites
or apps (or other similar venues operated or provided by us),

cung cap ndi dung, san pham hoic dich vu ciia quy khach trén hodc thong qua San Pham Cua Ching Téi
hodéc trang web hoac ing dung ciia Cong Ty (hoac cac dia diém tuong ty khac do chung t6i diéu hanh hodc

cung cap);

offer your content, products, or services on or through Our Offerings or the Company’s websites or apps
(or other similar venues operated or provided by us);

lién lac v6i ching t6i qua tit ca cac phuong tién chinh thong nhu tong dai cham séc khach hang, goi dién,
email;

communicate with us through official channels such as our customer support centre, call centre, email;
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e hoan thanh bang cau hoi hodc cac phiéu cung cip thong tin khéc;
complete a questionnaire or other information request forms;

e  dang tai ndi dung trén cac trang web hodc ing dung ciia Cong Ty hoic cac dia diém tuong tu.
post on the Company’s websites or apps or similar venues.

Tuy thudce vao viée quy khach sir dung San Pham Cuia Chung Toi, quy khach c6 thé cung cép cho chung toi cac
thong tin vi du nhu:

Depending on your use of Our Offerings, you might supply us with such information as:
e tén, tudi, dia chi email, dja chi thuong tra, dia chi lién hé, s6 dién thoai va thong tin lién lac tuong tu khac;

your name, age, email address, permanent and contact address, phone number, and other similar contact
information;

e thong tin thanh toan, bao gdm thong tin thé tin dung va tai khoan ngan hang;
payment information, including credit card and bank account information,

e thong tin vé vi tri cia quy khach;
information about your location;

e thong tin v& t chirc ciia quy khach va dau méi lién hé cua quy khach, chiang han nhu dong nghiép hoic
nhiing ngudi trong to chirc ctia quy khach;

information about your organization and your contacts, such as colleagues or people within your
organization;

e  tén nguoi dung, bi danh, vai tro va thong tin xac thuc va bao mat khac;
usernames, aliases, roles, and other authentication and security credential information;

e noi dung phan hoi, 16i chimg thyc, cau hoi, trao ddi véi chiing t6i;
content of feedback, testimonials, inquiries, communications with us;

e hinh anh ctia quy khach (tinh, video va trong mot sb truong hop 3-D), giong noi va cac dic diém nhan dang
ca nhan khac cua quy khach khi quy khach tham dy mét sy kién cia Cong Ty hodc st dung mot s6 San Pham
Cua Chung T6i;

your image (still, video, and in some cases 3-D), voice, and other identifiers that are personal to you when
you attend an event of the Company or use certain Our Offerings;

e thong tin lién quan dén danh tinh, bao gdm thong tin nhan dang do chinh phu cap, quéc tich;
information regarding identity, including government-issued identification information, nationality,

e Hinh anh X Quang, két qua xét nghiém, thong tin lich st sirc khoe, thong tin bénh 1y (nhu két qua xét nghiém
méu lién quan dén béo phi), giong noi khi ra 1énh cho wng dung ciia Cong Ty

xray image, lab test results, health record, health metrics (eg diabetes related blood test), voice when they
are dictating Company’s apps.

e  thong tin tai chinh va doanh nghiép; va

corporate and financial information; and
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e S VAT va cac dinh danh thué khac.
VAT numbers and other tax identifiers.
Thong tin tu dong
Automatic Information
Chung t6i chu yéu thu thap thong tin ty dong khi quy khach:
We mainly collect information automatically when you:

e truy cdp, tuong tac hofic sir dung San Pham Cua Ching Toi (ké cé khi quy khach sir dung méy tinh hogic
thiét bi khac dé tuong tac voi San Pham Cua Chiing T6i);

visit, interact with, or use Our Offerings (including when you use your computer or other device to interact
with Our Offerings),

e  tai ndi dung tir ching toi;
download content from us,

e m¢ email hodc nhip vao lién két trong email tir ching ti; va
open emails or click on links in emails from us, and

e  tuong tac hodc lién lac voi chung toi.
interact or communicate with us.

Vi du vé cac thong tin dugc ching t6i thu thdp ty dong:

Examples of the information we automatically collect include:

e thong tin mang va két ndi, nhu dia chi giao thic Internet (IP) dugc sir dung dé két ndi may tinh (hodc thiét
bi khac) v6i Internet va thong tin vé nha cung cap dich vu Internet ciia quy khach;

network and connection information, such as the Internet protocol (IP) address used to connect your
computer (or other device) to the Internet and information about your Internet service provider;

e  thong tin vé may tinh va thiét bi, chéng han nhu thiét bi, ung dung, hodc loai va phién ban trinh duyét, loai
va phién ban ctia plug-in ciia trinh duyét, hé diéu hanh hoic cai dit muai gio;

computer and device information, such as device, application, or browser type and version, browser plug-
in type and version, operating system, or time zone setting;

e i tri ctia thiét bj hodc méy tinh ciia quy khach;
the location of your device or computer;
e  thong tin xac thyc va bdo mét;
authentication and security credential information,

e thong tin twong tac ndi dung, chang han nhu ndi dung dugc tai xudng, ludng va chi tiét phat lai, bao gom
thoi lugng va sb luong ludng va tai xudng dong thoi;

content interaction information, such as content downloads, streams, and playback details, including
duration and number of simultaneous streams and downloads;
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Céc s6 liéu San Pham Cua Chung Toi, ch.’?ing han nhu viéc str dung san phém, 16i k§ thuat, bao céo, tily chon
cai dat cua quy khach, thong tin sao luu backup, API calls, va nhat ky khac;

Our Offerings metrics, such as offering usage, occurrences of technical errors, reports, your settings
preferences, backup information, API calls, and other logs;

n6i dung quy khach di xem hogc tim kiém, thoi gian phan hoi ciia trang web, img dung, va théng tin twong
tac trang (nhu cudn, nhap chuot);

the content you viewed or searched for, page response times, and page interaction information (such as
scrolling, clicks);

dia chi email va s dién thoai duoc sir dung dé lién hé véi chung toi; va
email addresses and phone numbers used to contact us; and
thong tin nhan dang va thong tin c6 trong cookie.

identifiers and information contained in cookies.

Théng tin tir cac ngudn khac

Information from Other Sources

Vi du vé cac thong tin ching ti c6 dugc tir cac ngudn khéc:

Examples of information we receive from other sources include:

thong tin tiép thi, tao doanh sb va tuyén dung, bao gém tén, dia chi email, dia chi thyc, s6 dién thoai va thong
tin lién hé tuong tu khac;

marketing, sales generation, and recruitment information, including your name, email address, physical
address, phone number, and other similar contact information;

thong tin vé ding ky, mua, hd trg hodc thong tin khac vé tuong tac ctia quy khach véi cac san pham, dich vu
cua chung t61 hodc vadi cac san pham cua bén thir ba lién quan dén San Pham Cua Ching T6i;

subscription, purchase, support, or other information about your interactions with products and services
offered by us or third parties in relation to Our Offerings;

két qua tim kiém va lién két, bao g6m cac danh sach san phé‘im, dich vu duoc tra tién (nhu Lién két dugc Tai
trg); va

search results and links, including paid listings (such as Sponsored Links); and
thong tin lich st tin dung.

credit history information.
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